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Al in Law Enforcement: interfacing
criminal procedure, data protection,
fundamental rights and the Al Act

Date: 20 May 2026

Panel Organiser: Faculty of Law, Economics and Finance (FDEF), University of
Luxembourg, Luxembourg

Moderator’s Introduction

The workshop was convened within the framework of PROMODE (Modernising Codes of Criminal
Procedure on Digital Investigative Methods), an FWO and FNR funded project led by Prof. Paul De
Hert and Prof. Katalin Ligeti. The project conducts both doctrinal and empirical research across
five EU Member States guided by the question of how criminal procedural law should adapt to
the realities of digital investigations.

Dr Gori opened by situating Al tools used in law enforcement within a complex normative
landscape in which development, procurement, and deployment may simultaneously trigger
obligations under multiple overlapping legal frameworks. To explore these overlaps, the
workshop used fictional cases guided by questions such as when does the GDPR apply instead
of the Law Enforcement Directive (LED), and how subjective classifications and obligations
stemming from data protection law and the Al Act interact.

Panellists’ contributions

Dr Gianmarco Gori (Facilitator/Moderator)

Dr Gori mapped the legal frameworks applicable to Al in law enforcement, distinguishing
between data protection law and the Al Act on the basis of the activities and actors involved. He
explained that when processing is carried out by competent authorities for law enforcement
purposes (investigation, detection, prosecution, and prevention of criminal offences) the LED
applies rather than the GDPR, with processing outside Article 1(1) LED reverting to the GDPR. He



outlined the key data protection principles under both instruments such as lawfulness, purpose
limitation, minimisation, accuracy, and accountability, and noted that the legal basis under the
LED must be found in Article 8, with special categories of data governed by Article 10. On the Al
Act, he distinguished prohibited practices under Article 5, including crime prediction based
solely on profiling, from high-risk Al systems under Annex lll. These include law enforcement
systems and migration, asylum and border control systems. He clarified that a competent
authority developing an Al system in-house qualifies as a provider under the Al Act and bears the
full suite of provider obligations. He also addressed controller/processor and joint controller
qualifications under the LED and GDPR, noting that accountability obligations attach to the
controller regardless of whether development is in-house or outsourced. The session was
structured around two fictional cases: Project PERSEPHONE (Case 1) and Al in Law Enforcement:
achieving strategic gains in times of resource constraints (Case 2). Participants were asked to
identify the applicable framework, relevant actor qualifications, and key compliance obligations
for each. Dr. Gori consistently directed participants to identify a precise legal basis before
drawing compliance conclusions, framing this as a precondition for lawful Al deployment in law
enforcement contexts.

Dr Juraj Sajfert (Discussant, Project Member, Vrije Universiteit Brussel)

Dr Sajfert contributed discussion that focused on the GDPR/LED boundary during Al tool
development and testing. He argued that under the current law, Article 1(1) LED does not extend
to development and testing activities even when conducted by a competent authority with a law
enforcement end goal, meaning the GDPR applies at that stage, and the LED applies only from
deployment. A participant had raised the question of whether a competent authority outsourcing
development to a body not formally invested with law enforcement powers would change the
analysis; Sajfert noted that in such a case the GDPR would apply even more clearly, though he
disagreed with the same participant’s suggestion that LED should apply from the outset on the
basis of the tool’s intended purpose. He raised the question of whether the GDPR’s scientific
research and statistical purposes provisions could serve as a legal basis for development-phase
processing, noting that whilst this is invoked in practice it remains legally uncertain and had been
characterised by other participants as opportunistic. He flagged ongoing legislative
developments including a potential LED amendment that may in future bring development
activities within the LED’s scope. In relation to MEDUSA (the PERSEPHONE toolbox and systems),
he drew an analogy with PNR (Passenger Name Record) processing, questioning whether
MEDUSA’s pattern-detection functionality was meaningfully distinguishable from existing PNR-
like tools and what this implied for their Al Act classification.

Summary of workshop cases and discussion

Case 1: Project PERSEPHONE (DIKTYON and MEDUSA)

Project PERSEPHONE is a multi-phase initiative by the fictional Ministry of Interior Affairs of
Cipidipia to equip police forces with machine learning tools to combat human trafficking.
DIKTYON (Phase 1) is an in-house OSINT and social media monitoring tool developed by the
Cybercrime Special Unit (CSU). It is trained on publicly available social media data, police



trafficking data, the national convictions register, two NNHT (National Network Against Human
Trafficking) databases: one clearly within the scope of law enforcement processing, the other of
uncertain status. ATLAS (Phase ll) is a system that combines DIKTYON outputs with geospatial
data to generate real-time border-crossing risk maps and automated alerts. MEDUSA (Phase ll1)
developed in partnership with private company CrystalBall, integrates outputs from DIKTYON and
ATLAS with the Interforce Police Database to produce advanced risk reports, including individual
risk scores and subject images. AMPHOREUS (Phase IV) is a cross-border intelligence sharing
platform connecting Cipidipia’s police with foreign border forces and Frontex. The main task
assigned for this case was to assess the PERSEPHONE project’s compliance with data protection
law and the Al Act.

The GDPR/LED boundary during DIKTYON’s development and testing generated the most
sustained disagreement. One view held that the LED applies from the outset because the tool is
tailored to a specific law enforcement objective; the opposing view was that Article 1(1) LED does
not reach development activities, leaving the GDPR applicable until deployment. Participants
noted that some authorities invoke the GDPR’s scientific and statistical research provisions as a
legal basis at this stage, though this was widely characterised as legally uncertain. A participant
observed from a positivist standpoint that Article 8 LED requires a very precise legal basis to
authorise processing. Yet authorities are already deploying such tools as pilots, noting that in
practice the reality is much worse. Several participants emphasised that a specific provision of
national criminal procedural law authorising use of the tool would also be required. One
participant noting that this means legislating for every small detail, defining the rights of the
subject with precision, and that this is frequently absent in practice.

Proportionality and purpose limitation concerns arose regarding DIKTYON’s training datasets.
The tool’s large-scale, forward-looking design, not tied to a specific investigation, triggered
concerns about data minimisation and the requirement for a Data Protection Impact
Assessment, with the EDPS position on social media scraping cited. The status of datasets (iii)-
(v) was contested, with participants questioning whether subsequent processing of conviction
and NNHT data could be grounded in Articles 4(2) and 4(3) LED. A further question arose as to
whether working with synthetic data, merged datasets, or pseudonymised records could serve
as a workaround for the individual level authorisation requirements, with participants noting that
some jurisdictions are exploring this and that ongoing discussions around pseudonymisation
remain unresolved. On the Al Act classification, participants debated whether DIKTYON'’s
pattern-detection functionality approached the Article 5 prohibition on crime prediction based
solely on profiling or remained a high-risk system under Annex Ill Category 6. Views on whether
to proceed were divided: one participant argued in favour of in-house development over opaque
commercial procurement; others cautioned that the legal gap risks generating extrajudicial
blacklists without adequate judicial oversight. Several participants observed that comparable
tools are already being deployed across Member States, with remarks such as “everyone else is
doing it, so why not” and “you can always find some legal basis” reflecting a tension between
legal rules and operational reality.

Discussion of MEDUSA focused on the Al Act classification and provider qualification.
Participants debated whether MEDUSA’s individual risk-scoring output constituted a prohibited
predictive system or a permissible high-risk tool, with the victim protection context treated as a
potentially relevant distinguishing factor. On the CrystalBall partnership, one participant noted



the broader issue of a private company effectively exerting public authority functions, raising
questions about accountability that sit uneasily within existing legal categories. A participant
noted that for specialist applications of this kind, deployer input is indispensable at the design
stage; without it, the system cannot be built to specification. This drew an analogy with joint
controllership and raised the question of whether a concept of joint providership, like joint
controllership is needed to reflect this reality. Dr Gori agreed, suggesting that treating the Ministry
as the strategic provider is both legally coherent and practically necessary, given CrystalBall’s
inability to independently conduct conformity assessments. CrystalBall’s requirement for access
to personal data from convictions and ongoing investigations for model training was flagged as
warranting scrutiny under LED data governance obligations.

Case 2: TalkDBK (not discussed)

The second case involved the Police of Cipidipia considering whether to adopt a similar approach
to Little Island’s Special Investigative Unit, which had piloted TalkDBK, a freely available
commercial chatbot to summarise case files and assess risk from lawfully intercepted
communications data. The case also raised the implications of sharing intelligence with Little
Island under the FACDS Protocol. From the perspective of the DPO and Al Officer, participants
were asked whether under EU data protection law and the Al Act would permit a similar Al
strategy, and what implications would the envisaged exchange of information with Little Island’s
police would have under the applicable legal framework. Due to time constraints, this case was
not discussed during the session.

Workshop conclusions

Three key themes emerged from the discussion. First, the GDPR/LED boundary during Al
development and testing remains genuinely unresolved: the PERSEPHONE toolbox illustrated
how a multi-phase, cumulative Al system can simultaneously engage both instruments in ways
that current law does not clearly resolve, and participants noted a significant gap between what
is legally permissible and what is already happening in practice across Member States. Second,
the Al Act’s provider/deployer distinction generates practical uncertainty in collaborative
development scenarios. The CrystalBall/Ministry dynamic raised the unresolved question of joint
providership, for which no clear framework currently exists. Third, and most consistently
emphasised, data protection and Al Act compliance are necessary but not sufficient: a specific
legal basis in criminal procedural law is also required, and its frequent absence means tools may
be technically compliant yet legally inoperable in criminal investigations.

Moderator/Panellist: Dr. Gianmarco Gori, Vrije Universiteit Brussel, Belgium - GG

Panellist 1/Discussant: Dr Juraj Safjert, Vrije Universiteit Brussel, Belgium - JS

Rapporteur: Megan Leal Causton, LSTS, Vrije Universiteit Brussel
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Sandboxing the Al Sandboxes:
Opportunities and Practical
Challenges

Date: 20 May 2026

Panel Organiser: EDPS — European Data Protection Supervisor

Moderator’s Introduction

Leonardo Cervera Navas opened the session by noting that the CPDP conference has
progressively expanded its focus from data protection to broader questions surrounding artificial
intelligence and digital governance. He emphasised that Al presents both opportunities and risks,
as technological innovation continues to accelerate in response to growing societal and
economic demands. The moderator highlighted that Al should be a tool that serves humanity
rather than undermining human values and rights. He also introduced the panellists as experts
bringing complementary perspectives on compliance, safety and innovation, which he identified
as the three core dimensions shaping Al regulatory sandboxes. Finally, he invited the speakers to
reflect on the lessons learned from current sandbox initiatives and on possible future directions
for Al regulatory experimentation.

Panellists’ contributions

Aleida Alcaide, Spanish Ministry for Digital Transformation and Public Service

Aleida Alcaide explained Spain’s pioneering experience in establishing an Al regulatory sandbox
as a pilot case for the EU Al Act framework. She described how Spain established the legal basis
forits national sandbox in 2023 and subsequently developed extensive guidance documents over
a period of approximately eighteen months to support compliance with Al Act obligations. She
informed that the pilot involved twelve high-risk Al systems across sectors including medical
devices, employment, biometrics and critical infrastructures. According to Alcaide, the sandbox
followed a phased methodology consisting of training activities, the preparation of action plans
by companies and a final self-assessment stage. She highlighted the importance of governance
arrangements, including the involvement of a multidisciplinary panel of experts and cooperation
between several Market Surveillance Authorities, including the Spanish Data Protection



Authority. Alcaide reported that participant companies responded positively to the initiative and
stressed that sandboxes should not be limited to compliance exercises but should also provide
infrastructure and support for innovation. Finally, she referred to Article 77 of the Al Act,
foreseeing the involvement of digital rights authorities in sandbox activities.

Antonino Rotolo, University of Bologna

Antonino Rotolo focused on the broader European landscape of Al regulatory sandboxes and the
work carried out through the EUSAIR project. He explained that the consortium supports both the
Al Office and Member States in establishing sandbox environments and is currently involved in
approximately eighty pilot projects. Rotolo argued that Al regulatory sandboxes should both
facilitate innovation and promote regulatory learning, given the novelty and complexity of Al
governance. He emphasised that the Al regulatory environment remains highly dynamic and that
experimentation may vary considerably across sectors and markets. According to Rotolo,
different sandbox models may be necessary depending on whether the goal is to accelerate
market access, support trustworthy innovation or improve regulatory understanding. He also
underlined the importance of incentives for companies to participate, such as reputational
incentives linked to demonstrating trustworthy Al practices. Finally, he highlighted the need for
structured cooperation among regulators in order to avoid fragmented compliance processes
across multiple regulatory domains.

Yvonne Finger, German Federal Network Agency

Yvonne Finger presented the German experience in establishing Al regulatory sandboxes. She
explained that the German Federal Network Agency, acting as a Market Surveillance Authority
under the Al Act, has initiated a pilot sandbox project in cooperation with the German Federal
Data Protection Authority. Finger stressed that regulatory sandboxes remain a new concept for
German regulators and that authorities are still building the necessary expertise and institutional
structures. She described workshops organised among regulators to discuss practical
approaches to sandbox governance and regulatory guidance, particularly in light of the absence
of EU Al technical standards. The German pilot focused on medical device use cases in order to
better understand companies’ expectations and identify the kinds of regulatory services that
authorities could provide. Finger noted that cooperation among authorities posed organisational
challenges, especially when engaging multiple regulators with overlapping competences. She
also referred to the publication of a roadmap designed to support a systematic approach to
sandbox implementation in Germany.

David Dab, Microsoft

David Dab discussed Al regulatory sandboxes from the perspective of innovation and industry
participation. Although he clarified that he had not directly established sandboxes himself, he
argued that their design choices are critical because they influence both the attractiveness of the
sandbox and the types of cases that will participate. Dab compared Al sandboxes to startup
environments in which companies seek early feedback on compliance and product viability
before entering the market. He stressed that sandboxes are particularly important for small and
medium-sized enterprises, which often need regulatory guidance and expert support at an early
stage. According to Dab, sandboxes should create value for participating companies as well as



for regulatory institutions by strengthening institutional expertise and capacity-building. He also
argued that startups are primarily motivated by the need to reduce regulatory uncertainty and
investment risks as quickly as possible. Finally, he highlighted the importance of collaborative
approaches between regulators and companies, contrasting this with more adversarial
compliance mechanisms such as audits.

Summary of Q&A discussion

Question 1: EDPS - Key lessons learnt, which are the traps to avoid, and what is the wish list for
the future?

Answers:

Aleida Alcaide: Sandboxes are resource-intensive for startups despite regulatory support,
requiring the involvement of both legal and technical teams. Companies are particularly
interested in understanding the interaction between the Al Act and data protection law, while
standards play an important role in supporting compliance efforts. Sandboxes should not
become mere compliance checklists and there is need for testing infrastructures, stronger
cooperation between Market Surveillance Authorities and self-assessment mechanisms for
companies before entering sandboxes.

Question 2: EDPS - How can smart knowledge transfer be achieved between different
sandboxes?

Answers:

Antonino Rotolo: Regulatory learning is essential to avoid fragmentation and requires shared
understandings of how sandboxes should operate. Some forms of experimentation require
digital infrastructures and simulation environments, while others involve real-world testing
conditions that may create data protection challenges. Cooperation among authorities is also
important. Sandbox experimentation is necessary to address practical trade-offs between Al Act
obligations relating to data governance, accuracy and human oversight.

Question 3: EDPS - What are the main takeaways from cooperation exercises between different
authorities, particularly in Germany’s federal system?

Answers:

Yvonne Finger: Cooperation with the German Federal Data Protection Authority was positive,
but engagement with medical authorities proved difficult and time-consuming. Cooperation
structures should ideally be established before sandbox activities begin. Also, the lack of Al
expertise among Market Surveillance Authorities was a major challenge in the pilot.

Question 4: EDPS - How can companies be encouraged to participate in regulatory sandboxes?

Answers:

David Dab: Companies that seek long-term success must take compliance seriously, and
sandbox experiences should be coherent with real-world regulatory expectations. Inconsistent



interpretations across authorities may be an issue. Sandboxes will inevitably require some
degree of specialisation because not all authorities can be involved in every case.

Question 5: University of Bremen - How should generative Al models be treated within
sandboxes, and what role do large companies play in these initiatives?

Answers:

Aleida Alcaide: The Spanish sandbox included both startups and large companies, with larger
firms sometimes supporting smaller actors through infrastructure and compliance assistance.
Generative Al systems will likely fall under future Al Office sandbox initiatives.

Yvonne Finger: Germany is seeking to improve digitalisation in order to strengthen its
competitiveness in digital markets.

Question 6: Prof. Alessandro Mantelero - Does regulatory experimentalism risk creating
fragmentation and inconsistent interpretations of Al Act obligations?

Answers:

Antonino Rotolo: Many Al Act obligations are unclear in practice and regulators themselves still
lack implementation experience. There are no universal solutions, making experimentation with
providers necessary to better understand how regulatory requirements interact.

David Dab: Similar interpretative uncertainties also emerged under the GDPR and continue to
exist today, showing that risks of regulatory fragmentation are not unique to Al regulation.

Question 7: Arvin, TU Delft - What lessons can Al sandboxes draw from testing and management
practices in the ICT sector?

Answers:

Aleida Alcaide: Panels of experts can provide relevant technical expertise and ICT experience to
support sandbox activities.

David Dab: Regulatory infrastructures for intangible and digital products are less mature than
those developed for tangible products.

Panel Questions

How do EU countries and EU institutions plan and operationalise regulatory sandboxes
under the Al Act and what are the benefits of different approaches and design choices?

EU countries and institutions are currently adopting different models for establishing Al
regulatory sandboxes under the Al Act, reflecting varying institutional structures, regulatory
priorities and levels of technical maturity. Existing approaches include horizontal sandboxes
covering multiple sectors, pilots focused on specific high-risk use cases such as medical
devices, and initiatives combining legal guidance with practical experimentation and self-
assessment exercises. Regulatory cooperation between Market Surveillance Authorities, Data



Protection Authorities and technical experts has been a common design feature, particularly
given the overlap between Al regulation and other legal frameworks. The discussion also
highlighted that sandbox design choices influence the attractiveness of the initiative, the types of
companies willing to participate and the extent to which sandboxes can simultaneously support
innovation, compliance and regulatory learning. Beyond facilitating market access, sandboxes
are increasingly being conceived as spaces for building institutional expertise, developing
guidance and supporting trustworthy Al ecosystems.

What challenges do different stakeholders encounter when setting up and participating in
regulatory sandboxes?

The discussion highlighted several operational, legal and institutional challenges affecting both
regulators and companies participating in Al regulatory sandboxes. Regulators face difficulties in
coordinating cooperation across multiple authorities, particularly where competences overlap
between Al, data protection and sector-specific regulation. The lack of technical standards and
limited Al expertise within supervisory authorities were identified as significant barriers to
effective implementation. For companies, especially startups and SMEs, participation is
resource-intensive and often requires the simultaneous involvement of legal, compliance and
technical teams. Participants also face uncertainty regarding the interpretation of Al Act
obligations and their interaction with other frameworks such as data protection law. Another
challenge concerns ensuring that sandbox experiences remain sufficiently aligned with real-
world regulatory expectations so that participation generates meaningful compliance value.

To which extent are sandbox outcomes transferable across jurisdictions, sectors and
providers, and what value do they actually deliver beyond accelerated market entry?

The panel emphasised that Al regulatory sandboxes are intended to accelerate market entry and
to promote broader regulatory learning and institutional capacity-building. However, the
transferability of sandbox outcomes is complex because experimentation may differ depending
on sectoral requirements, market conditions and national regulatory structures. Certain lessons,
such as approaches to inter-authority cooperation, governance mechanisms and compliance
methodologies, may be transferable across jurisdictions, while other aspects may require
adaptation to specific contexts. The discussion also highlighted that sandboxes provide value by
helping regulators better understand how Al Act obligations operate in practice and by enabling
companies to demonstrate trustworthy and responsible Al practices. In this sense, sandbox
experimentation contributes to reducing legal uncertainty, identifying practical trade-offs
between regulatory obligations and supporting the gradual harmonisation of implementation
practices across the EU.

How can we maximize sandbox spillover effect, assist providers in navigating complex
compliance landscape and enhance regulatory learning?

Maximising the spillover effects of Al regulatory sandboxes requires stronger cooperation
mechanisms between authorities, clearer guidance frameworks and greater sharing of
experiences across jurisdictions and sectors. The panel highlighted the importance of developing
common understandings regarding sandbox methodologies in order to reduce fragmentation and
improve consistency in regulatory interpretation. Regulatory learning can also be enhanced



through practical experimentation involving both regulators and providers, particularly in areas
where Al Act obligations may create tensions or require balancing exercises, such as data
governance, accuracy and human oversight. Technical standards, expert panels and testing
infrastructures were identified as important tools for supporting companies navigating complex
compliance requirements. The discussion further suggested that collaborative and trust-based
engagement between regulators and innovators can help reduce uncertainty, encourage
participation and strengthen institutional expertise over time.

Moderator: Leonardo Cervera Navas, EDPS - LCN

Panellist 1: Aleida Alcaide, Spanish Ministry for Digital Transformation and Public
Service - AA

Panellist 2: Antonino Rotolo, University of Bologna - AR
Panellist 3: Yvonne Finger, German Federal Network Agency - YF

Panellist 4: David Dab, Microsoft - DD

Rapporteur: Thiago Guimardes Moraes, VUB
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Date: 20 May 2026

Panel Organiser: Law, Science, Technology and Society (LSTS), VUB

Moderator’s Introduction

Gloria Gonzalez Fuster opened the panel by recalling that she convenes a panel each year on a
theme at the intersection of technology and labour, drawing the topic from suggestions made by
participants in previous editions. This year’s subject, gendered forms of digital labour, and the
comparative invisibility of female platform workers, had been proposed by Salomé Lannier. She
framed the discussion around its guiding question, ‘will the Platform Work Directive work, and for
whom?’, situating it in the final year of the transposition deadline for Directive (EU) 2024/2831 on
improving working conditions in platform work, and around the four questions printed in the
programme. Gloria Gonzalez Fuster further underlined the deliberately mixed composition of the
panel, a trade-union perspective, an employment-law perspective, a sex-work and technologist
perspective, and a criminal-law scholar, and invited the speakers to keep the conversation
practical.

Panellists’ contributions

One diagnosis unified the panel: across very different forms of digital labour, platform-mediated
domestic work, online sex work, and trafficking-adjacent exploitation, technology deepens the power
and information asymmetries already present in employment, and the Platform Work Directive, though
a genuine first step, reaches only part of the gendered workforce it might protect.

Aida Ponce del Castillo, ETUI



Aida Ponce del Castillo introduced the laudable platform work directive as the first EU instrument to
combine labour law with data-protection and privacy rules. She described two parts.

The first is a rebuttal presumption of employment that can reclassify platform workers as employees
and thus unlock social-security and contractual protections. She stressed that this was the most
contested element of the negotiation and that the threshold conditions are ultimately left to national
labour law, which differs markedly across Member States. The second part establishes rules on
algorithmic management that largely transpose GDPR principles into the employment context with
adaptations, particularly an enhanced prohibition on processing emotional, psychological or
psychosocial data, rights to explanation and human review, and an explicit role for trade unions and
collective representatives in helping workers exercise access rights and understand what the algorithm
does. Platforms are also obliged to disclose how their algorithms work before workers engage, which
is a notable step in transparency.

In a later intervention she argued that the role of technology in labour is fundamentally about power
and control, amplifying the (data) asymmetries inherent in subordinate employment relationships. She
criticised the term ‘algorithmic management’ as misleadingly abstract, since no algorithm manages
people, instead people manage through software, and someone designs the rules, so responsibility
should remain with the employer or manager, not be displaced onto the technology.

Mireia Llobera Vila, Universitat de Valéncia

Mireia Llobera Vila analysed the gig economy and domestic work from a gender perspective, drawing
on research with the European Labour Authority across three axes, (i) geography and supply of
platform models, (ii) regulatory evolution and (iii) gender migration. Platform density is concentrated
in Western Europe, with varied models. She outlined German hybrids that fuel self-employment
debates, French tax incentives that partly formalise the domestic work sector, Italian and Spanish
marketplaces absorbing pre-existing patterns of precariousness, more formalised and socially
protected Dutch and Nordic frameworks, and lower-density Central and Eastern Europe regions where
local initiatives predominate but also feed westward mobility.

She asked whether a domestic worker hired through a platform is a platform worker under the directive
and answered - conditionally yes. The employment presumption depends on a combination of key
control indicators, like price-seeing, control over working time, algorithmic supervision, restrictions on
outside clients, detailed performance rules, and sanctions, most of which the main platforms meet and
so they can be treated as an employer. She stressed that domestic work has the highest rates of
undeclared work, that an ageing population is driving a care-sector crisis, and that residence rules and
the inviolability of private homes leave migrant women least likely to be inspected and most exposed
to deportation risk.

Madeleine Thomas, Image Angel

Madeleine Thomas spoke from ten years’ experience as an online sex worker and as the founder of a
technology, called Image Angel, built in response to image-based abuse. She suggested that the
number one reason to do platform work is to support the family and because of the often-false



presumption that it is easy. However, this entails a lot of unseen work that needs to be done for
basics, such as staying safe, or staying visible in platform algorithms, which involves learning to
‘self-hack’ increasingly powerful systems. Furthermore, there is an absence of any real channel
through which to question platforms about fairness or pay.

Later, she emphasised language and agency, i.e., respecting sex work as work and the right to
choose what one does with one’s own body and their labour. She argued for worker-led
protections in this arena, since those experiencing harm best understand where it occurs.
Platforms, according to her, should be required to consult small and niche worker communities.

Explaining how Image Angel worked, she pointed out that the watermarked data cannot be read
by generic Al tools but only decoded through the correct method. Once a worker who reports a
leaked or nudified image to Image Angel, they can inform the platform through the right channels
to get it taken down, introduce a ban, and pursue police action where warranted.

Salomeé Lannier, University of Luxembourg

Salomé Lannier focused on technology as an instrument of exploitation while noting it can also
enable resistance. She identified three modes of how employers or human traffickers could use
technology: (i) deceptive recruitment, where legitimate-looking ads conceal exploitation and are
now amplified by Al translation and auto-posting, (ii) control and coercion, through surveillance,
constant connection (GPS, calls) and enforced disconnection (confiscated phones, monitored
family contact) and, (iii) new sites of exploitation such as webcamming and pornography, where
workers increasingly invoke the language of modern slavery to claim rights.

Then she turned to the role of criminal law in these settings, which might be connected to the
GDPR and the platform work directive. She notes the criticism of carceral approaches but valued
trafficking law’s migration dimension, e.g., work and residence permits when exploitation is
found, and its focus on supply chains and intermediaries. She also proposed three solutions: (i)
decriminalise sex work, since criminalisation increases policing, risk, and erodes digital rights,
(ii) bridging criminal law with digital-rights remedies under the GDPR and DSA, since the reflex to
call the police may not match a victim’s need to have content removed, and (iii) to raise
awareness of exploitation’s red flags across all sectors, including academia.

Summary of Q&A discussion

Question 1: Content creator’s channels are deleted overnight, or pay rules change daily. How
do you see this additional layer of non-transparency and of disparity between the worker and
the platform?

Answers:

Madeleine Thomas: Workers do not want a guaranteed minimum imposed on them; they want
transparency in decision-making and advance notice of change. The point is to understand why income
shifts, so that one can adapt and prepare.



Question 2: How does labour expose people to technology-facilitated exploitation and ‘techno
violence’, for example deepfake pornography and non-consensual sexual imagery, which can
affect gig workers but also politicians, and effectively anyone, and what tools can address it?

Answers:

Madeleine Thomas: Some defences already exist considering deepfakes, e.g., special makeup
that confuses Al in screenshots (though this offloads the burden onto the potential victim), and
embedding hidden, metadata-resistant signals in published imagery, alongside techniques that
‘poison’ Al training data. All require multinational-platform buy-in, which is difficult.

Salomé Lannier: Cautioned against labelling all image-based abuse as ‘sexual exploitation.’
From a trafficking-law standpoint it is better understood as a form of sexual assault and over-
broad labels mislead and diminish the experience of those affected.

Question 3: To what extent are influencers platform workers, given that they may have contracts,
perhaps via an agency, and would the direc.ve cover their welfare and safety?

Answers:

Aida Ponce del Castillo: Drew a key distinction between digital labour platforms (which the
directive regulates, and which are defined by their mediation of labour) and social-media
platforms (which are not built to mediate labour). Influencers generally operate on social-media
platforms, so whether they qualify as platform workers depends on whether the directive’s
controlindicators are present, which is often unclear for influencers.

Mireia Llobera Vila: Added that the directive was driven by delivery riders, hence Spain’s ‘Rider
Law’, and is therefore focused on that type of worker and less well suited to domestic workers,
migrants and the many other forms of platform labour it does not really reach.

Madeleine Thomas: Argued that the directive’s indicators arguably map onto TikTok Live. The law
lags fast-changing platform design and fails to anticipate emerging harms. (Slight applause).

Mireia Llobera Vila: Framed this as a transformation of the world of work, from the industrial to
the information to digitalisation, of which the directive is only a first step. A balance is needed
between labour and social rights on the one hand and digital rights on the other, with the very
concept of ‘employer’ being reimagined, since even unpaid social-media activity has
monetisable value.

Salomeé Lannier: Reclassification as employee depends on collective organising, which in turn
depends on workers being able to find and contact one another.

Question 4: As a direc.ve requiring national transposition, could a Member State exclude
certain workers (for example sex workers), and could an infringement mechanism be used to
challenge such an exclusion, given that the direc.ve itself does not exclude them?

Answers:

Salomé Lannier: In most countries online sex work and webcamming are unregulated, so
whether they fall within transposition depends on national choices. Sweden’s criminalisation of



paying for online erotic content would make exclusion coherent there. A sector-specific
transposition would leave online sex workers out, whereas a broad, all-sectors transposition
could include them.

Question 5: Do you expect traditional labour inspectorates and EU-level enforcers to audit
algorithmic-management systems?

Answers:

Aida Ponce del Castillo: Because the directive is hybrid, the employment-presumption pillar is
enforced by labour authorities and the algorithmic-management pillar by data-protection
authorities, with underspecified coordination. Labour inspectors cannot audit algorithms or
software (they inspect physical conditions), and DPAs can knock on the door and inspect servers,
so they should coordinate.

Mireia Llobera Vila: Spain also requires all algorithm-using companies, not only platforms, to
inform the labour authority of how algorithms are used, enabling audits, difficult in practice, but
a first step.

Question 6: If the law lags, how can policymakers be educated, given the resistance
encountered within EU institutions when sex-worker representation is involved?

Answers:

Aida Ponce del Castillo: For educating policymakers, she pointed to the rider precedent.
Grassroots mobilisation made the harms visible (no helmets, no insurance, workers providing
their own bikes, accidents from working at speed) and carried them to Parliament and the
Commission.

Mireia Llobera Vila: Cautioned that international standards on subcontracting and the right to
strike remain weak and that UN bodies are shy on social rights, so the centre of gravity for social
and labour rights remains national level, read in light of CJEU case law.

Question 7: Is there any (posi.ve) experience in enforcing or relying on the Digital Services Act in
this context?

Answers:

Madeleine Thomas: When her leaked images surfaced under her real name, age-restriction and

ID measures meant her young son could not see explicit material when he searched her name,
which she welcomed despite her reservations about ID requirements.

Salomeé Lannier: However, obtaining any response, de-indexing or action from platforms through
DSA tools remains very hard.

Closing audience comment (not a question):

A participant noted that although CNIL had sanctioned an employer for recording staff and
monitoring bathroom breaks, a French court later annulled part of the sanction on data-
protection grounds, illustrating that these frameworks are not straight forward enforcement tools.



Panel Questions

What is the status of the Platform Work Directive implementation?

The directive was adopted in 2024 and is now in its two-year transposition window. It is a hybrid
instrument: the employment-presumption pillar is enforced by labour authorities and the
algorithmic management pillar by data-protection authorities, and although the directive
requires the two to coordinate it does not specify how. Commission guidance is expected.
Transposition will be uneven, because both the concept of ‘worker’ and the strength of the
presumption are set nationally. Spain already applies a strong, near-automatic labour
presumption and imposes broad transparency duties towards the tax and social-security
authorities, whereas the EU-level presumption is comparatively soft. The panellists’ stated hopes
were faithful transposition (with some Member States going beyond the minimum), genuine
coordination between labour inspectorates and data-protection authorities, and real disclosure
of algorithm parameters by platforms.

Which are the key challenges surrounding webcamming?

Content leakage and image-based abuse were described as routine occupational risks. This is
compounded by opaque and shifting algorithms, the ‘unseen labour’ required to stay visible, and
the lack of any recourse against platforms on pay or fairness. Income can disappear abruptly
when a platform changes its rules or shuts down. There is also legal precarity: in most countries
online sexwork and webcamming are unregulated rather than recognised as labour, so they often
fall outside the directive’s scope. Worker-led technical defences (invisible watermarking and
traceability) exist but require buy-in from multinational platforms; the UK’s recently introduced
hash-matching measure was cited as partial progress.

Is domestic work being platformised?

Yes, but unevenly. Platform-mediated domestic work can fall within the directive where enough
controlindicators are present, which would make the platform the employer. However, domestic
work carries the highest undeclared-work rates, is bound up with migration status and the care
crisis and is difficult to inspect given the inviolability of private homes. The panel noted that
Spain’s labour inspectorate increasingly targets platforms, as it is easier to detect domestic work
online rather than door-to-door, and uses data mining, so sometimes technology can support
enforcement. Formalisation strategies such as the French declared-employment voucher
scheme, together with an intersectional, political economy-of-care lens, were presented as
necessary complements.

How does digital labour intersect with exploitation, and what can be done about it?

Technology amplifies the power of employers and traffickers across recruitment, controland new
sites of exploitation. The remedies discussed included decriminalising sex work; connecting
criminal-law responses with GDPR and DSA digital-rights remedies; worker-led protective
technology; and positive uses of technology such as multi-channel hotlines (via WhatsApp,
Signal or Telegram) and hidden browser-history and quick-exit safety features. This while guarding
against the same tools being repurposed to monitor sex workers and migrants. A recurring



caution was to avoid technical solutionism as on-site labour inspection and human-to-human
reporting remain essential.

Moderator: Gloria Gonzalez Fuster, VUB - GGF

Panellist 1: Salomé Lannier, University of Luxembourg - SL
Panellist 2: Mireia Llobera Vila, Universitat de Valéncia - MLV
Panellist 3: Aida Ponce del Castillo, ETUI - APC

Panellist 4: Madeleine Thomas, Image Angel - MT

Rapporteur: Kimmy Shah, VUB
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Culture Club: Book Session

Moderator’s Introduction

Moderator Anastasia Karagianni opened the session by introducing Sarah Sharma's recent book
Insufferable Tools: Feminism Against Big Tech. She noted that the book offers a feminist critique
of contemporary “Big Tech” and challenges dominant understandings of technology as a
collection of neutral tools. Instead, Sharma argues that large technology companies increasingly
construct and govern technological environments that shape social relations, political
possibilities and everyday life. Karagianni highlighted the book's critique of what Sharma terms
"Big Tech Feminism," namely approaches that focus on inclusion and representation within
existing technological systems while leaving underlying structures of power intact. The
discussion centred on Chapter 4, "Broken Machines: Toward a Feminist Technological
Determinism," and brought together the author alongside two invited reviewers, Demetra Tzanaki
and Paulien Broens.

Panellists’ contributions

The discussion revolved around Sharma's proposal of a "feminist technological determinism"
and the need to understand technology not as a collection of neutral tools but as an environment
that structures social and political possibilities.

Sarah Sharma, University of Toronto

Sarah Sharma argued that contemporary technological systems are embedded in extractive and
patriarchal relations of power. Critiquing the dominant understanding of technology as a neutral
tool, she suggested that Big Tech increasingly operates by constructing environments that shape
everyday life, labour and political possibility. Sharma called for a unified feminist media theory
capable of explaining how technological conditions structure feminist struggle while remaining
attentive to local and experiential differences. She further argued that debates centred on



"women in tech" are insufficient because patriarchal technological systems are not challenged
through representation alone. Instead, feminist politics must examine how technologies rely on
relations of service, disposability and extraction while promoting fantasies of escape, inoculation
and retreat.

Demetra Tzanaki, University of the Aegean

Demetra Tzanaki situated Sharma's work within broader histories of colonialism, eugenics and
reproductive violence. She argued that contemporary digital infrastructures continue to
reproduce patriarchal, racialised and imperial forms of power while presenting themselves as
objective and universal. Tzanaki emphasised the continuity between historical eugenic projects
and contemporary technological systems, suggesting that technology functions as an
environment of domination rather than a neutral instrument. She also criticised corporate forms
of feminism as white and bourgeois feminism, that focus on inclusion within existing
technological structures rather than transforming them.

Paulien Broens, Vrije Universiteit Brussel

Paulien Broens (whose remarks were read by the moderator) interpreted feminist technological
determinism as an attempt to understand how technological infrastructures shape the
conditions under which political action becomes possible. Drawing on decolonial perspectives,
she emphasised the connections between digital technologies, extraction, labour and global
inequalities. While endorsing Sharma's critique of inclusion-focused approaches to technology,
Broens raised questions about how a unified feminist media theory can avoid reproducing
universal frameworks that overlook geopolitical and historical differences. She also argued that
refusal should not be understood as an individual act of withdrawal but as a collective and
institutional practice supported by legal and political infrastructures.

Summary of Q&A discussion

Question 1: From your perspective, what is the solution for refusal? What comes nextin practice?
Answers:

Sarah Sharma: Refusal is not the same as escape. Refusal can become a tool for resistance, re-
existence, and reimagination, as seen in the #Meloo movement. The power of #Meloo was not
that the stories were shocking, but that the machines were talking to each other. Refusal also
carries risks, as it can reproduce the very inequalities it seeks to challenge.

Demetra Tzanaki: Technological systems depend on populations and forms of labour that
sustain them. Collective withdrawal exposes these dependencies. Refusal should be understood
as a challenge to the structures that make technological systems function.

Question 2: In relation to building a unified media theory, being a novice to cyber-feminist
theory, how can one enter feminist media theory?

Answers:



Sarah Sharma: Interdisciplinary analysis is essential. Scholars often avoid media theory
because they believe they lack the necessary technical or theoretical background. However,
patriarchal technology cultures are neither as difficult nor as exceptional as they are often
presented. Simple media theories can have profound political consequences and may underpin
extractive and exclusionary forms of knowledge.

Question 3: How do you approach law and regulation in your work and thinking?
Answers:

Demetra Tzanaki: Drawing on prison abolition debates, refusal should not be understood as
seeking greater authority from the state. Existing legal and institutional tools often reproduce the
same eugenic and Western interpretations of power they seek to challenge. Refusal requires
rejecting fear and imagining technological futures beyond extractive, patriarchal and eugenic
systems.

Sarah Sharma: Regulation and ethics remain important, but they should follow from a deeper
understanding of media and technological environments. Contemporary imagination is already
shaped by technological conditions. Media theory is critical, but also, strategic and joyful. Going
back to #MeToo, refusal can be seen as a rejection of the expectation that people must continue
working within existing technological systems.

Moderator: Anastasia Karagianni, LSTS, VUB - AK
Panellist 1: Sarah Sharma, University of Toronto - SS (participated online)
Panellist 2: Demetra Tzanaki, University of the Aegean - DT (participated online)

Panellist 3: Paulien Broens, Vrije Universiteit Brussel - PB (comments read by the
moderator)

Rapporteur: Sruthi Vanguri, University of Amsterdam
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Moderator’s Introduction

In her opening remarks, the moderator, Bianca, welcomed the audience to a session focused on
protecting children online, noting that while she is based in Brussels, she sees the conversation
as aglobal one. She highlighted significant impulses from the UK’s ICO on age-appropriate design
measures, as well as major policy developments in Brazil, South Korea, and beyond. Expressing
her pleasure at moderating the panel, she briefly introduced each speaker: a representative from
the Korea Internet & Security Agency (KISA) working on e-privacy; Marie-Eve from the Privacy
Rights Foundation in Brussels; Isabella, from the Alana Institute and a member of Brazil’s national
data protection authority, and Elise from the FRA. The moderator set the stage for a comparative
discussion on how different jurisdictions are balancing child protection with fundamental rights,
emphasising that the session would cover research findings, legal frameworks, and practical
policy approaches.

Panellists’ contributions

Elise Lassus, European Fundamental Rights-FRA

The first speaker, Elise Lassus, from the EU Agency for Fundamental Rights (FRA), gave a
comprehensive overview of the legal framework guiding child protection online. She cited Article
22 of the EU Charter of Fundamental Rights, which makes the child's best interests a primary
consideration in all actions affecting them, along with related rights to non-discrimination,
freedom of expression, and information. She also noted that secondary EU laws such as the Al
Act and the Digital Services Act (DSA) require online platforms and Al developers to conduct risk
assessments and prioritise children's safety, privacy, and security. The presentation delivered by
Lassus is the result of research and a survey conducted in March. Key results are that 74% of EU
residents, including a majority of teenagers, support age limits on social media for children.
Specifically, 89% of respondents were concerned about children being approached by online
exploiters, 9 out of 10 worried about exposure to violent content, and 88% expressed concern
about children becoming addicted to certain apps. Notably, adults tended to recommend setting



the minimum access age at 16-18 years, while teenagers themselves suggested a slightly lower
range of 15-17 years.

The speaker then highlighted a major fragmentation problem across EU member states regarding
the age of consent for data processing. Depending on where a child lives, different rules apply:
some states require only parental consent, others require both parental and child consent, and
still others allow children alone to consent once they reach a certain age (ranging from 14 to 16).
This inconsistency undermines children's ability to enforce their rights under the GDPR. Turning
to Alin education, she observed that providers generally focus on data protection and privacy but
neglect broader fundamental rights, calling for more integrated assessments. She also noted a
digital literacy gap: one in four EU adults does not know how to check privacy settings on a mobile
phone, a situation likely even worse for children.

Finally, the speaker offered five recommendations. First, age assurance measures must balance
protection with children’s rights to information and expression. Second, the fragmentation of age
requirements across member states needs to be addressed. Third, child participation should be
systematised, moving beyond merely consultative exercises. Fourth, investment in digital rights
literacy is essential. Fifth, platforms must be redesighed to enable meaningful choice for
children, rather than being optimised solely to extract user engagement. What does all of this tell
us? Child protection should be better implemented.

Isabella Henriques, Alana Institute

Isabella presented Brazil’s newly enacted Digital Statute for Child Protection (March 2026) as a
landmark, comprehensive framework that goes far beyond traditional data protection. Grounded
in the UN Convention on the Rights of the Child, the law applies to any digital product or service
accessible to children up to age 18 and mandates privacy, protection, and safety by design,
shifting the focus from reactive remedies to proactive safeguards. Notably, it bans dark patterns,
manipulative advertising, emotional analysis for ads, and loot boxes, while restricting social
media accounts for users under 16 to those linked to a legal guardian. Enforcementincludes fines
up to $10 million and possible shutdowns. Isabella acknowledged significant implementation
challenges: Brazil has 200 million people (50 million children), with 20% living in poverty, and age
assurance mechanisms will not be enforced until early 2027. She stressed the need for inter-
agency coordination and child-friendly awareness campaigns. A remarkable political
achievement, the law was passed unanimously in both houses despite polarisation. Overall,
Brazil’'s approach is ambitious and rights-based, but its real-world impact will depend on
effective enforcement and inclusive participation mechanisms.

Sunghyun Lee, Korea Internet and Security Agency

The representative from South Korea’s KISA articulated a paradigm shift in which children are no
longer viewed merely as objects of protection but as rights-holders with evolving capacities. The
key challenge, he noted, is that decisions made at age 13 may not reflect the person at 18 or 25,
yet personal data remains searchable and permanent online. To address this, South Korea has
introduced a government-initiated “Digital Eraser Service”, not a simple takedown mechanism,
but a practical system that helps children identify sensitive or harmful past content, navigate
complex platform rules, and request removal. Functioning as a “digital airbag,” it reduces long-



term harm from childhood mistakes without erasing accountability. In contrast to the GDPR’s
focus on consent before data collection, the Korean approach emphasises post-circulation
control, helping young people exercise their rights after information has already spread across
different environments. The overarching goal is to close the persistent gap between legal
recognition of children’s rights and their practical, everyday accessibility.

Marie-Eve Nadeau, 5 Rights Foundation

Marie-Eve offered a sharp critique of traditional consent models, arguing that consent has
become largely performative, reduced to tick-box exercises and undermined by dark patterns,
with early frameworks like the US’s COPPA inadvertently incentivising exploitation rather than
protection. She traced a significant shift toward “privacy by design,” influenced by the 2008
International Privacy Conference, the UN General Comment No. 25, the UK’s Age-Appropriate
Design Code, and Brazil’s new digital statute. The key principles of this shift require companies
to anticipate children’s presence, proactively rectify dark patterns, and take preventative rather
than reactive measures. However, Marie-Eve noted that implementation and enforcement
remain ongoing challenges, particularly in education technology (EdTech): a study found that
89% of 164 EdTech products engaged in data practices that violated children’s rights. Schools, as
mandatory environments, are deploying commercial EdTech without independent assessments
of safety or educational benefits. Marie-Eve concluded that children should not have to trade
their privacy or agency for the ability to participate online; instead, systems must be redesigned
to build in rights from the outset.

Summary of Q&A discussion

Question 1: How would children practically exercise their rights against a platform or before a
data protection authority? Should there be a collective mechanism, such as a class action, for
children?

Answers:

The speaker from Elise acknowledged that there is no single solution. She emphasised that
children first need to know what their rights are and then be able to ask an adult for support in
filing complaints or requests. The immediate goal, she said, is to inform children about their rights
and make existing complaint mechanisms more accessible.

Isabella explained that in Brazil’s legal system, children cannot act alone in court; they must be
accompanied by a parent or legal guardian. However, she noted that children’s voices can still be
heard through participatory mechanisms, such as youth panels and public consultations, even if
formal legal action requires adult representation.

Some platforms already offer direct rights-exercise tools, such as a button saying, “lI want to
delete my data,” which a child could potentially use without an adult, provided they know how to
find and use those features. This highlights the importance of child-friendly interface design.



Question 2 (from a representative of the Belgian Data Protection Authority): How can data
protection authorities concretely help children enforce their rights and collect their concerns in
order to influence platform providers?

Answers:

One panellist stressed that authorities must avoid treating children as a single, homogeneous
group. Child developmentis a continuous process; a 6-year-old has very different capacities than
a 16-year-old. Therefore, participation models should be diverse and age-appropriate, including
design workshops, child-centric service interviews, youth panels, and advisory councils.

Marie-Eve agreed that awareness-raising is critical but argued that it is not enough. Systems must
also enable children to actually exercise their rights in practice, for example, by providing simple,
accessible erasure mechanisms. Participatory models are a good starting point, but they must
be embedded into the design of digital services from the outset.

Question 3 (brief question from an attendee developing age assurance systems): Many member
states are adopting age assurance to restrict children’s access to certain online content or
services. How can fundamental rights be integrated into these systems?

Answers (moderator and panel):

The moderator noted that several member states have already implemented such age assurance
measures. The key, according to the panel, is to consult closely with data protection authorities
(DPAs) during the design and deployment of these systems. Any age assurance mechanism must
be proportionate, transparent, and respect other fundamental rights. In particular, it should not
violate children’s privacy through excessive data collection or create unnecessary barriers to
their rights to information and freedom of expression.

Panel Questions

How can the principle of self-determination reshape policies around children’s online
protection?

The Elise emphasised that any age-restriction measure must balance protection with children’s
rights to information and expression. Isabella agreed but stressed that Brazil’s new law prioritises
safety by design — for example, requiring parental linkage for under-16s on social media. The
South Korean representative offered a different lens: instead of blocking access, Korea’s “digital
eraser” service empowers children to retroactively control past content. Marie-Eve (Privacy
Rights Foundation) challenged the assumption that consent alone suffices, arguing that children
should not have to trade privacy for participation.

What tools and rights do children need to exercise control over their online presence?

The moderator noted a wide variation in EU member states’ age of consent rules. Elise called this
fragmentation a fundamental rights challenge, as a child’s ability to enforce GDPRrights depends
on where they live. Isabella acknowledged that Brazil’s age assurance mechanisms are not yet



enforced (expected 2027) and warned against solutions that compromise privacy. The South
Korean panellist suggested that age assurance should not be a simple gatekeeping tool but part
of a broader system that respects evolving capacities.

What key shifts in mindset, practices, and systems are needed to transition from a
protective (shielding) approach to an empowering one—one that actively fosters and
respects children’s autonomy and decision-making as they grow?

Marie-Eve highlighted that even strong laws fail without enforcement, pointing to EdTech as a
high-risk area where 89% of products engage in problematic data practices. Nina (AP Institute)
added that schools need independent safety and privacy assessments. The moderator
concluded that while legal frameworks are converging on “by design” principles, the real work lies
in making those rights practically exercisable for children of different ages.

Moderator: Bianca loana Marcu, Future of Privacy Forum - BM
Panellist 1: Sunghyun Lee, Korea Internet and Security Agency - SL
Panellist 2: Marie-Eve Nadeau, 5 Rights Foundation - MN

Panellist 3: Isabella Henriques, Alana Institute - IH

Panellist 4: Elise Lassus, European Fundamental Rights-FRA - EL

Rapporteur: Pia Groenewolt, LSTS VUB
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Moderator’s Introduction

The European Union currently offers one of the most extensive frameworks of digital legislation
aimed at protecting key public interests, while at the same time seeking to create conditions
favourable to business. The European Commission, based on Mario Draghi's report, accepted the
position that digital law requires simplification. This has subsequently given rise to the proposed
Digital Omnibus and Al Omnibus bills. The European Data Protection Board, for its part, supports
the simplification agenda, although not at the expense of the protection of rights. In this respect,
the most problematic issue is undoubtedly the proposed redefinition of personal data. Further
structural tension arises from the fact that, although the EU actively regulates the digital sphere,
itremains substantially dependent on technological solutions developed outside its borders. The
panel brought together a range of perspectives, encompassing those of consumer protection,
business, policymaking and academia.

Panellists’ contributions

The session took the form of a discussion featuring targeted questions and brief answers.
For this reason, the report is structured more like an interview.

Isabelle Vereecken, European Data Protection Board: First question is the problem of
Regulation v. Innovation. Does GDPR hinders innovation?

Victoria de Posson, European Tech Alliance: To begin with, we can point to several notable
champions of innovation in the European Union, Spotify being one illustrative example among
others. Innovation and regulations should go hand in hand. European companies are well aware
that EU consumers place considerable value on their privacy. Nevertheless, navigating the
regulatory landscape often resembles making one's way through a jungle, given the multiplicity
of involved competent authorities. There is a genuine willingness to put the principles of the
GDPR into practice, precisely because those principles are regarded as sound, yet in operational



terms compliance is difficult. Simplification is therefore necessary, but it must not come at the
cost of fundamental rights. What is required is the removal of overlaps between different
legislative instruments and between different jurisdictions, together with greater predictability as
to the specific consequences that will follow from a given situation. Ultimately, consistency in
the application and enforcement of the rules emerges as the decisive factor.

Augustin Reyna, BEUC: Implementation of fundamental rights serves to create a space of trust
within which digital services can operate, since services that fail to inspire trust cannot function
properly. Particular attention must also be paid to supporting smaller competitors and newly
established companies, as they cannot realistically be successful in the absence of legal
certainty. At the same time, we must be careful that simplification does not slide into
deregulation. The preservation of trust thus stands out as a key aspect.

Isabelle Vereecken: Preparation of GDPR took many years, but suddenly we have a fast wave
of a new legislation. Could have GDPR be done differently?

Charly Helleputte, King & Spalding: The GDPR was the first instrument of its kind and in that
sense prepared the ground for what followed. All subsequent digital regulations have benefited
from the path it opened. It must nevertheless be ensured that this body of new rules genuinely
produces better outcomes for consumers, companies and citizens more broadly. It remains
unclear whether that has in fact been achieved. What has undeniably emerged is a regulatory
maze, accompanied by significant compliance costs, with the consequence that the EU risks
being perceived by the market actors as a source of complication, leading foreigh companies
either to stay away or to postpone the launch of their products. The aspiration must be to design
aregulation that makes citizens safer and companies more competitive. Whether that aspiration
has so far been realised remains, however, an open question.

Isabelle Vereecken: How to balance protection of fundamental rights and technological
innovation?

Jan Kostijn Dieben, Permanente Vertegenwoordiging: Fundamental rights should not be
conceived as an obstacle to innovation but rather as a beacon, or a lighthouse, guiding it. The
existing legal frameworks are not perfect, and they require ongoing care and refinement. There is
a analogy: when pruning a tree, one does not tear out its roots but rather takes a small pair of
scissors and removes only those branches that are no longer needed. In the context of
simplification, we need to prune, not to cut the roots of the rights.

Isabelle Vereecken: What is needed in Omnibus? How shall we simplify GDPR?

Augustin Reyna: To continue with the pruning metaphor, the Commission is in its proposed
redefinition of personal data protection in fact cutting at the very roots. The problem arises
precisely at the point where simplification turns into deregulation, and the Omnibus proposals
offer a clear illustration of this dynamic, since the Commission seeks to alter fundamental
elements of the framework. The most notable example is the definition of personal data. In this
regard, the Commission relied on the Court of Justice's ruling in SRB Case (C-413/23 P) as the
basis for the new definition. This approach shows a poor legislative attitude. We cannot
legitimately take a single, highly fact-specific case and generalise from it in such a manner,
particularly in the absence of a proper evaluation.



Isabelle Vereecken: What are your views of Omnibus? Will it help with innovation?

Victoria de Posson: We appreciate the effort to clarify the definition of personal data, because
of different approaches across Member States regarding what qualifies as personal data and
what consequently requires protection. We cannot have 27 different definitions of personal data.
A particular difficulty arises in the context of mixed data sets. On the other hand, we very much
welcome the push in favour of privacy-enhancing technologies (PETs). However, a guidance is
needed on what constitutes a good PET. Such guidance would help with compliance and, at the
same time, incentivise the development of suitable tools. Ultimately, the EU requires a data
economy capable of supporting Al, and PETs are regarded as a promising way towards that
objective.

Charly Helleputte: Simplification is a good motto, but when you want to do it properly, it is a big
task.  am not really convinced that what is happening is good way to do it. In the context of GDPR
we should review for example enforcement strategies. What is happening is not really helping to
anyone.

Isabelle Vereecken: There is a lot of talk about under-regulation and overregulation. What
are risks to it? Are there other aspects that will affect competitiveness?

Charly Helleputte: In the EU, the principal issue is not so much one of over- or under-regulation,
but rather a bottleneck at the level of infrastructure. The central challenge facing the digital
economy is essentially physical: while much can be achieved through training, education and
regulatory sandboxes, the construction of data centres and the deployment of hardware require
considerable time. For companies based outside the EU, the decisive question is where capital
can be allocated most effectively, and the answer tends to favour jurisdictions offering affordable
energy, labour and physical facilities. None of that can be built overnight.

Isabelle Vereecken: Taking into consideration the Draghi Report, do you think the EU is
overregulating? If we deregulate, don’t we risk fragmentation on national level?

Jan Kostijn Dieben: From the perspective of the lawmaker, the natural impulse is to legislate.
However, overregulation remains a universal danger. With genuinely novel technologies such as
Al, the legislator faces a particular dilemma: acting too early risks regulating without a proper
grasp of how the technology operates in practice, while waiting too long allows the technology
itself to reshape the social context, making meaningful regulation considerably more difficult.
Europeans should nonetheless take pride in their regulatory output. The GDPR, the DMA, the DSA
and the Al Act are well-intentioned, innovative and important instruments, and although certain
elements may need to be fixed (simplified), the underlying substance is sound. Without such EU-
level regulation, fragmentation would inevitably follow. The appropriate course is therefore to
regulate at the Union level, to listen attentively to stakeholders and to correct shortcomings as
they emerge. This process is already under way.

Isabelle Vereecken: Let’s turn to the problem of the digital sovereignty and autonomy. What
will these concepts deliver to EU consumers?

Augustin Reyna: Europe has become heavily dependent on foreign companies. We considered
it acceptable on grounds of reliability but increasingly it is becoming problematic. It is a question



of independency. From the consumer's perspective it is also a question of autonomy. Who holds
one's data, and which services one ultimately uses? Markets, moreover, exhibit instances of
abuse of dominant positions acquired through data accumulation. From a legislative standpoint,
the central question is how to create conditions in which genuine choice of consumers remains
available. They are often locked into systems they will not leave, which results in the service
providers feeling free to downgrade their offerings. Consumers should, in short, retain the ability
to decide how their data is treated.

Isabelle Vereecken: How should EU address sovereignty and security concerns?

Charly Helleputte: The EU has been constructed within the framework of an open world, which
has long formed both its strategy and its identity. In the light of recent geopolitical shifts, however,
it must be asked whether that open world still exists. The sovereignty debate should be more
closely tied to questions of national security than to privacy and data protection, where
sovereignty-driven solutions tend primarily to raise implementation costs. The EU does not
possess the capacity to achieve full sovereignty across all layers of the digital stack, including
basic enterprise software. To make things more difficult, each Member State maintains its own
conception of what sovereignty means.

Jan Kostijn Dieben: The very meaning of sovereignty is itself problematic, since for the Member
States it tends to mean greater sovereignty for themselves rather than for the EU. It needs to be
clear which level of sovereignty is discussed. The relationship with the United States, including in
the field of technology regulation, remains constructive, and sovereignty is not, in that bilateral
context, a matter currently on the table. Sovereignty, in any event, is not a zero-sum game.
Dependency becomes problematic only when it operates as a one-way street. A balanced
relationship in which neither side is structurally weaker poses no such difficulty. The remaining
challenge is whether we can combine sovereignty with open world we are trying to live in.

Summary of Q&A discussion
Question 1: Isn’t Digital Omnibus actually helping the big tech?

Answer:

Victoria de Posson: No. The EU technology companies need simplification. EU needs true data
economy that is privacy friendly. With that you can train Al and benefit from it. Without true data
economy EU companies cannot compete with the companies taking data from other countries.

Question 2: Shouldn’t we put the relative definition of personal data, which started in the Breyer
case, into law?

Answer:

Augustin Reyna: Case law is facts specific. We need to create general rules inspired by that, but
it cannot be done directly.



Panel Questions

Does the reform to data protection legal framework fundamentally support European
competitiveness and innovation?

The current legislation has shortcomings that are particularly evident in the areas of
enforcement, duplication of obligations, different requirements in different member states, and
the cumbersome nature of compliance requirements, which inevitably increase costs for
technology companies. Simplification is essential in this regard, but the Digital Omnibus
Proposal does not fully achieve it. On the contrary, there is a risk of deregulation, which is,
however, an undesirable outcome.

What are the risks of under- or over-regulation for Europe’s technological leadership?

The problem does not lie entirely in the issue of under- or over-regulation. Regulation is necessary
because it ensures a consistent approach across the jurisdictions of the member states.
However, it is very difficult to determine the right time to regulate new technologies. Inadequate
physical infrastructure currently poses a much greater threat to the EU’s competitiveness than
regulation does.

Is the protection of fundamental rights an obstacle to innovation, competitiveness, and
global relevance? Can they coexist?

Innovation and the protection of fundamental rights are not, and must not be, at odds with one
another. Their relationship is not a zero-sum game. These two values must coexist, because
fundamental rights serve as the framework within which innovation can safely take place.

Should the answer to a stronger European digital sector be sought in more digital
sovereignty and what is needed to achieve this sovereignty?

The issue of sovereignty is complicated because, in the ongoing debates, it is not entirely clear
whose sovereignty is at stake. Member States are primarily concerned with their own sovereignty,
not that of the EU. Furthermore, sovereignty is much more closely tied to issues of national
security than to the protection of privacy and personal data. A properly designed system of
relationships should be one that allows consumers to make informed choices about what
happens to their data. A more appropriate way to frame this issue, therefore, is in terms of
dependency. A situation where one party is more dependent on the other creates an imbalance,
because one party is necessarily in a weaker position. This is highly problematic in the long term.

Moderator: Isabelle Vereecken, European Data Protection Board, IV
Panellist 1: Augustin Reyna, BEUC, AR

Panellist 2: Charly Helleputte, King & Spalding, CH

Panellist 3: Jan Kostijn Dieben, Permanente Vertegenwoordiging, JKD

Panellist 4: Victoria de Posson, European Tech Alliance, VP



Rapporteur: Jakub MiSek, Masaryk University / VUB
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Moderator’s Introduction

Katarzyna Szymielewicz introduced the session, after welcoming the attendees and briefly
presenting the speakers, by stating that the session will an invitation to reflect on the current
condition and state of digital services, including but not limiting to social media, in Europe as well
as on whatthe future will look like, particularly if it will be brighter or not. In this respect, Katarzyna
Szymielewicz indicated that the panel title was adopted on purpose to trigger discussion around
the notion of sovereignty, as the conceptis far less defined that fairness and personalisation. For
the purposes of the panel, the concept of sovereignty will be tied to that of governance and the
lack of users’ involvement in the process of its construction. This is also done to highlight that
digital sovereignty, particularly from an EU lens, is much more than just control over cables and
software but also whether users are being treated fairly and given actual choice to avoid, for a
lack of a better framing, a “shit” digital service.

Panellists’ contributions

Linn Hegasen, Norwegian Consumer Council

Linn Hggasen started her contribution to the panel by presenting the NCC (Norwegian Consumer
Council) report titled ‘Breaking Free: Pathways to a fair technological future’, around which her
presentation is structured. In this sense, she highlighted that the report offers an up-to-date
status of social media and other digital services, which are characterised as suffering from
‘enshitification’, with practices ranging from unwanted ads to bad content. This process,
according to her research, does not occur in a single stroke but rather in, at least, three stages:
from having a good service for free, as the original Facebook, to exploiting users to attract third
party businesses to finally abusing the two (users and businesses). She concluded that thisis the
result from a broken market that rewards the first to seize the market and precludes others from



entering and offering an alternative to users, even if users are given the possible to escape the
initial lock-in.

Vid Logar, Independent researcher

Vid Logar, after a small reaction from Katarzyna Szymielewicz regarding the fact that the Internet
was supposed to be a free place where lock-ins where not possible, picked up that remark to start
his presentation. In this sense, he elaborated on different examples of this basic premise of the
Internet about the freedom to engage, particularly made possible by the reliance on third party
clients, such as TweetDeck or Beeper. However, he argues that a critical change was made when
platforms opted to focus the delivery of their services via native mobile apps rather than web
apps, given that the former are much more restrictive for third parties to engage with the service;
in this sense, web-based apps, are much more aligned with a consumer protection perspective
as they give users the upper hand to switch the intermediary app used to access the service.

Felix Hlatky, Mastodon

Felix Hlatky, again after a small reaction from Katarzyna Szymielewicz about the current ‘walled
garden’ practices from certain companies, presented his perspective on what is fair for digital
services users, using his company, Mastodon, as an example of both user-based but also user-
focused service. In this respect, he highlighted that the current economic configuration of digital
services put user content creation at the very heart of any business that intends to be successful.
At the same time, he put significant stress on the necessity to achieve sovereignty over digital
content, particularly for users; in other words, he asserted that owning a small part of the Internet
is critical to distribute sovereignty. In this respect, he argued that users used to do that, with for
example owning and running their own email servers, but somewhere along the way this was lost.
In response to this, we call public bodies to support both businesses and users with funding
sources to achieve this fair and sovereign Internet.

Isabelle Pérignon, European Commission (DG JUST)

Finally, Isabelle Pérignon took the floor to present the work being done by the European
Commission, particularly with the Digital Fairness Act. In this sense, she presented the problems
identified during the fitness check, particularly whether existing legislation is sufficient or not.
From this, it was highlighted that there are several critical issues that need to be addressed to
ensure a fairer digital services ecosystem, such as dark patterns, influencers, dynamic pricing,
automated revenue, price bumps after trails, among others. These issues will be further explored
in the impact assessment to be done by the Commission working on the Digital Fairness Act. The
result will intend to be used to create a strong EU law that tackles power imbalances that
constitute critical chokepoints of digital services, namely users’ limited attention span or the
dangers off too much personalisation in the field of pricing.

On a final note, MS asked the panellists whether GDPR’s right to data portability was enough to
deliver a concrete mechanism to overcome many of the problems presented in the panel. In this
sense, the panellists were doubtful about this, calling for the Digital Fairness Act to contribute in
the practical implementation of this, and other related rights found across the digital regulation
acquis of the EU, such as the DMA.



Summary of Q&A discussion

The audience asked six questions, posed by Kristina Irion (scholar, UvA), Matteo Fabbri (scholar,
UvA), Mathias Vermeulen (civil society, AWO), and three other unidentified participants. The
questions revolved around six main topics: (i) the role of consumer associations to take the fight
against digital services companies, (ii) whether DSA afforded any concrete interoperability
possibilities, and (iii) if the logic for digital services should be that of ‘white listing’ rather than
prohibiting uses through techniques such as age gating, (iv) how does the Digital Fairness Act
relates to the Digital Omnibus, (v) how would enforcement would be fostered in the Digital
Fairness Act, and (vi) whether it is legitimate to leave users who want to stay in the locked-in
digital services providers as they are if they want to.

The answers, mainly from Isabelle Pérignon to whom most the questions were directed to,
revolved around a prudent, but not slow, process to incorporate legislative discussions that are
politically more advanced than the Digital Fairness Act. As for enforcement, the same goes for
this; while the Digital Fairness Act can deliver more tools, there is still a lot to be done with existing
mechanisms. Moreover, Vid Logar and Felix Hlatky focused on the fact that more interoperability
works in two connected directions: by proving users with the option to move around, it triggers
more competition between firms, which in turn favours consumer protection in a bottom-up race
rather than a up-downwards trajectory.

Panel Questions

After two years of DSA and DMA enforcement, do we see any positive developments as far
as consumer welfare (choice) and competition are concerned?

The panel’s overall assessment was cautious, with no concrete positive outcomes directly
attributed to DSA/DMA enforcement identified. Digital services were described as undergoing
systematic ‘enshitification’, a structural process driven by a broken market that rewards first
movers and forecloses genuine competition, leaving users without meaningful alternatives even
where formal exit options exist. The shift from web-based to native mobile app delivery was seen
as having further eroded consumer choice by restricting third-party access to platforms. Greater
interoperability was identified as a promising lever, since it generates bottom-up competitive
pressure between firms, a dynamic viewed more favourably than the top-down enforcement
trajectory that has so far dominated.

Do the upcoming revision of the Digital Markets Act and the proposal for the Digital Fairness
Act offer opportunities for more fairness, consumer choice and ethical competition in the
digital space?

The Digital Fairness Act was presented as a direct response to gaps identified in the
Commission's fitness check, targeting dark patterns, dynamic pricing, influencer practices, and
harmful personalisation. The panel's tone was measured rather than optimistic, with doubts
expressed about whether existing instruments like GDPR'’s right to data portability are sufficient
on their own, and a call for the DFA to deliver practical implementation of rights already present
across the digital acquis. On enforcement, the prevailing view was that existing mechanisms still



have untapped potential alongside whatever new tools the DFA may provide. Interoperability
provisions were singled out as particularly important, since they can unlock competitive
dynamics from below rather than relying solely on regulatory prohibition from above.

What design choices and default settings protect consumers from unfair personalisation?

Web-based service delivery was identified as structurally more protective than native mobile
apps, since it preserves users’ ability to switch the intermediary through which they access a
service. User ownership over digital content and infrastructure, illustrated by the historical model
of self-operated email servers, was put forward as a design principle that distributes sovereignty
and limits the conditions for abusive personalisation. On the regulatory side, personalised pricing
and dark patterns were identified as primary targets of the Digital Fairness Act, implying that
defaults preventing manipulative pricing and requiring frictionless choice are among the key
priorities. More fundamentally, anti-lock-in defaults were framed as a precondition for any
personalisation to be considered fair, since meaningful consent requires a credible exit option.

If not through binding regulation, how can we incentivise market players to put long term
consumer value before short term engagement?

The current economic structure of digital services, built on user-generated content as its
commercial engine, was seen as creating a fundamental misalighment between platform and
user interests, with public funding for user-focused services and infrastructure proposed as a
structural alternative. Genuine interoperability and switching ability were also identified as
market-level incentives: if users can credibly leave, platforms have reason to compete on quality
rather than lock-in. Governance alignment was highlighted as a further non-regulatory lever, with
decentralised, user-governed models offered as examples of services structurally oriented
toward long-term user value rather than short-term engagement. The question of whether users
who choose to remain in locked-in ecosystems should simply be left there was raised but not
resolved, though the general position was that the premise of genuine free choice under current
market conditions is itself questionable.

Moderator: Katarzyna Szymielewicz, Panoptykon Foundation - KS
Panellist 1: Linn Hggasen, Norwegian Consumer Council - LH
Panellist 2: Vid Logar, Independent researcher - VL

Panellist 3: Isabelle Pérignon, European Commission (DG JUST) -IP

Panellist 4: Felix Hlatky, Mastodon - FH

Rapporteur: Andrés Chomczyk Penedo, Universidad Pontificia Comillas/Vrije
Universiteit Brussel
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Moderator’s Introduction

Yassine Chagh (The International Lesbian, Gay, Bisexual, Transgender, Queer & Intersex Youth
and Student Organisation) opened the panel by challenging the dominant narrative that age
verification and online restrictions are purely protective. He implicitly questioned the audience,
asking how many believe age verification is an effective tool, how many see it as racist or migrant-
phobic, and how many view it as transphobic. His point was not to provide definitive answers but
to underscore why this conversation matters: age verification tools are not experienced evenly
across different communities. While presented as protective, they can also result in a loss of
access to spaces that are, for many, a lifeline for survival. Contrary to the rhetoric of protection,
such measures often function as censorship, pushing out young people, undocumented
individuals, trans persons, and other marginalised groups under the guise of safety.

Panellists’ contributions
Felix Reda, GitHub

Felix spoke from his perspective as a trans person and a tech professional. He emphasised that
online spaces are essential for trans individuals, many of whom discover their identity in
adolescence or later and need an anonymous community to explore safely. He noted that official
identity documents often do not reflect a trans person’s chosen name or gender, making ID-
based entry barriers a form of exclusion and self-censorship. He warned that even supposedly
privacy-preserving age verification fails when data leaks (citing a Discord breach as a trans
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person’s “worst nightmare”). Felix also argued that age-verification policies turn all young people
into consumers rather than active builders of online communities, and that they Kkill
decentralised, community-run platforms like Mastodon because small, volunteer-run servers

cannot implement such systems. Finally, he connected the debate to encryption, noting that



child protection laws increasingly frame encryption as a threat, which would deny secure
messaging to those who need it most, such as persecuted trans people.

Luisa Franca Machado, Equilabs

Luisa, a youth digital rights advocate, grounded her remarks in personal experience as a teenager
who discovered feminism online and created an underground feminist collective when her school
banned offline organising. She argued that young people are constantly used as justification for
policies but are rarely included in designing them. Framing youth as vulnerable victims leads to
rescue solutions rather than empowerment. She stressed that teenagers already understand
online risks, harassment, targeting, and humiliation, because they live them. The real problem is
that their knowledge is not used to shape policy. She called for treating young people as political
actors, not passive recipients of protection. Luisa highlighted Equilabs’s work in building youth-
led models where young people move from sharing experiences to forming collective demands
and influencing policy. She warned that age verification and social media bans teach young
people that digital governance arrives from above as surveillance and restriction, removing
opportunities to mobilise and contest.

Siméon de Brower, EDRI

Siméon critiqued the logic behind age-based restrictions, calling it naive and dangerous to
assume that turning 18 magically grants maturity. He argued that harmful online practices,
addictive design, toxic content, and deceptive patterns affect everyone, not just youth. Protecting
only children leaves those practices legally legitimate for adults. He pointed out that while
governments push age verification, they simultaneously cut education budgets and undermine
existing protections like the DSA. Siméon proposed a rights-based alternative: ban addictive
designs by default for all users, guarantee a right to non-personalised systems, reverse the
burden of proof so platforms must prove their design is not harmful, and regulate
personalisation—especially when based on sensitive data or vulnerabilities. He stressed that
even the best privacy-preserving age verification is still a censorship and exclusion tool.

Stefi Richanin, Equinox Initiative for Racial Justice

Stefi focused on how protection is never experienced equally. She explained that marginalised
communities, undocumented people, sex workers, racialised and queer individuals, are
systematically left out of policymaking because they lack the lobbying resources of big tech (e.g.,
€113 million spent annually by tech in Brussels alone). Age verification systems are deeply
flawed: they rely on biased Al and algorithms that discriminate against racialised people. She
rejected the premise that such tools can be neutral, arguing that the real goal is not protection
but profit and control. Stefi connected digital policies to broader political trends: securitisation,
criminalisation, surveillance, and militarisation across migration policy, gender-based violence
frameworks, and digital spaces. She described this as a conscious political choice, not an
accident, with tech companies embedded as indispensable functions of state power. She
warned that when tech giants offer themselves as solutions, it should raise red flags, as they are
self-serving and their solutionism is always geared toward profitability.



Summary of Q&A discussion

The first audience member, a researcher advising the Dutch government, asked how to
implement meaningful youth participation given funding shortages and the need for expert
intermediaries. She also raised a second concern: protecting groups based on vulnerability
requires platforms to profile users, creating a conflict with privacy and non-discrimination. In
response, Risa argued that adults must first overcome their bias that young people cannot
participate, pointing out that a girl harassed on TikTok knows exactly what she needs. She called
for opening spaces, stepping back, and resourcing youth-led initiatives. Felix added that civil
society organisations are essential intermediaries but need proper funding; he noted that
countries like the Netherlands and Belgium are not poor, and funding for democracy-oriented
civil society should increase, not be cut. On the profiling dilemma, Felix suggested examining
advertising incentives, when the advertiser is the customer, platform priorities are misaligned.
Yassine then added a critical note: while money is real, youth often volunteer their time, so lack
of funds should not be an absolute barrier.

A second question came from a cognitive scientist who pointed out that the discussion had
assumed nothing could happen on the user side. He noted that Article 8 of the GDPR (and related
provisions) allows for bidirectional rights, and that age checks could be implemented on the
user’s own device with participation from the child, parents, or guardians. This would avoid
centralised, one-size-fits-all surveillance. The panellists did not directly respond in the
transcribed excerpt, but the Yassine acknowledged the question as valuable and suggested that
exploring user-side control could be a productive way forward.

A policy officer from the European Sex Workers’ Rights Alliance then drew parallels between
children’s rights and sex workers’ rights, including the right not to be “rescued.” She noted that
porn is often used as a strong argument for age verification, as if turning 18 magically makes
someone capable of engaging with porn. This policy officer was invited by the moderator in case
the panel was not ready to answer her question to share her thoughts on the matter with the
audience and thus responded. She explained that children seek porn because they are curious
about sex and pleasure, and that sex education is failing them. She distinguished between a
young child accidentally encountering porn and a 17-year-old using a VPN to bypass age gates.
Her proposed solution was comprehensive, pleasure-inclusive sex education, including porn
literacy taught in age-appropriate ways, citing the example of Erika Lust. She warned that age
gates are exclusionary and harm smaller, ethical porn studios (queer, gender-expansive, etc.) that
cannot afford verification technology, thereby pushing the industry toward a mainstream
monopoly. Porn literacy, she argued, empowers children and caregivers to engage consensually
and safely.

Another audience member, who had worked in child data protection, raised the issue of consent
and assent. She noted that while parental consent is standard, asking children for their assent is
a powerful tool for empowerment online. Siméon responded that consent and transparency are
important, but focusing only on individual choices fails when the system is designed against
users. No number of toggling settings can overcome addiction and toxic content; systemic
change is needed. He also warned that if young people are invited to participate but not listened
to, and their input has no impact on pre-decided political measures, the process becomes



disparaging and tokenistic. Stefi added that most young people already know how to bypass age
verification, and that broad-brush solutions aimed at restricting porn also block access to sex
education content.

The final audience question asked how to involve young people in learning about protection and
risk management, and how to collaborate with them to make online spaces better. Luisa
reiterated that adults must overcome the bias that young people lack risk assessment skills; they
do not. A girl harassed on TikTok knows exactly what she needs to stop the harassment. The task
is to give young people the floor, step back, and support and resource their initiatives rather than
taking a directive or passive role. Felix again emphasised the importance of funding for civil
society intermediaries, pointing to youth parliaments and democracy-oriented programs as
effective models. The moderator closed by thanking the panellists and the audience, noting that
the discussion had revealed how protection without empowerment becomes control.

Panel Questions

How can we ensure that the benefits the youth get out of online spaces outweigh the
negative impact these online spaces can have on them?

Across the panel, personal and professional experiences converged on a central truth: online
spaces are not mere entertainment but lifelines for marginalised communities. Felix spoke as a
trans person for whom anonymous online participation is often a matter of physical and
emotional safety, especially for those who cannot be open in their offline environments. Luisa
shared how, as a teenager in a conservative German school in Brazil, she found feminism on
social media and later created an underground feminist collective online when the school
banned offline organising. For rural youth, migrants, and undocumented individuals, the internet
provides critical information, connection, and a sense of belonging that offline worlds
systematically deny. These testimonies underscore that restricting access to digital spaces does
not merely inconvenience users, as it severs ties to survival, identity formation, and collective
resistance.

Offering help vs imposing control: what does ‘protection’ mean, and how much of it
can/should be imposed onto young people, as opposed to giving them the means to protect
themselves?

The panellists rejected the framing of age verification as a neutral safety tool, arguing instead that
even privacy-preserving versions function as instruments of censorship and exclusion. Such
systems assume a false binary between protecting children and respecting autonomy—as if a
teenager’s right to explore identity and community can be traded away for an illusory promise of
harm reduction. In practice, age verification fails on its own terms: young people easily bypass it
using VPNs or borrowed IDs, while marginalised adults, undocumented migrants, trans
individuals without matching documents, and sex workers are pushed out permanently. The
result is not a safer internet but a more policed one, where the most vulnerable lose access while
harmful platform designs remain untouched.

What harms does age verification cause beyond what it claims to protect against?



The panellists rejected the framing of age verification as a neutral safety tool, arguing instead that
even privacy-preserving versions function as instruments of censorship and exclusion. Such
systems assume a false binary between protecting children and respecting autonomy, as if a
teenager’s right to explore identity and community can be traded away for an illusory promise of
harm reduction. In practice, age verification fails on its own terms: young people easily bypass it
using VPNs or borrowed IDs, while marginalised adults, undocumented migrants, trans
individuals without matching documents, and sex workers are pushed out permanently. The
result is not a safer internet but a more policed one, where the most vulnerable lose access while
harmful platform designs remain untouched.

What infrastructure is needed for prevention and holistic help?

A recurring argument was that the focus on user age mistakes the symptom for the cause. The
actual drivers of online harm, addictive design, opaque personalisation, surveillance advertising,
and rabbit-hole content amplification, affect every user, regardless of whether they are 15 or 50.
Siméon pointed out the absurdity of protecting only children while leaving the same harmful
practices fully legal for adults. This approach does not pressure platforms to change their
business models; instead, it legitimises toxicity for the majority of users. Existing frameworks like
the Digital Services Act (DSA) already provide tools to address systemic design flaws, but they
remain under-enforced. Resources that could go toward platform accountability and user welfare
are instead channelled into surveillance infrastructure and age-gating technologies.

In contrast to restriction and surveillance, the panel outlined a genuine rights-based approach to
online safety. First, hold platforms accountable for systemic harm rather than punishing users.
This means banning addictive designs and dark patterns by default for all ages, not just for
children. Second, guarantee a right to non-personalised systems—users should be able to
access full services without being tracked or profiled. Third, reverse the burden of proof: instead
of forcing individuals to prove that a design is harmful, require platforms to demonstrate that their
systems are safe by default. Finally, invest in participatory, youth-led policy design that treats
young people not as vulnerable victims but as political actors with expertise in their own lives. As
Risa summarised, protection without empowerment is just control—and a rights-based future
demands the latter.

Moderator: Yassine Chagh, The International Lesbian, Gay, Bisexual, Transgender,
Queer & Intersex Youth and Student Organisation (IGLYO) - YC

Panellist 1: Luisa Franca Machado, Equilabs - LFM
Panellist 2: Siméon de Brower, EDRi - SB
Panellist 3: Stefi Richanin, Equinox Initiative for Racial Justice - SR

Panellist 4: Felix Reda, GitHub - FR

Rapporteur: Pia Groenewolt, VUB LSTS



