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Introduction

Avalilability of large transactional database
Data are an important resource for an
organization if

Processed

Analyzed
Transformed in Knowledge by KDD techniques

Mining the data requires

for data mining



Outsourcing of Data Mining
_ 4

= Development of cloud computing vs the paradigm of
data mining as-a-service

= Idea: Outsourcing of data mining to a service
provider
specific human resources
technological resources



PP Outsourcing of Data Mining

The server accesses to data of the owner

Data owner has the property of both

can contain personal information about
iIndividuals

extracted from data can provide
competitive advantages

. Privacy-Preserving Outsourcing of data
mining tasks to protect the corporate privacy

Association Rules
Classification
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The Problem

PROBLEM: Given a plain database D, we want to constructa
private encrypted database D* such that:

all encrypted transactions in D* and items contained in it are private

given any pattern mining query the server can compute the
encrypted result

encrypted pattern mining results are private

the owner can decrypt the results and so, recons truct the exact
result

the space and time incurred by the owner in the process has to be
minimum



Pattern Mining Task

0 Given a Database of transactions

TDB
Bread

Milk Bread
Bread Milk
Water Milk
Bread Beer
Bread Eggs
Water

5 The support of an item set (pattern) S is defined as

supp(S)=| {t D | S Lt }]



Pattern Mining Task

0 Given a Database of transactions D:

TDB

Bread

Milk Bread
Bread Milk : _
Water Milk Sl/lpp( {mllk, bread}) 2
Bread Beer
Bread Eggs
Water

= The support of an item set (pattern) S is defined as
supp(S)=| {t D | St }|

O Pattern mining: given D and a support threshold o
FP={p | Supp(p) 20}



Pattern mining Task

I =,

o Given a Database of transactions D:

TDB 0=2
Bread {milk, bread}
Milk Bread 0

Bread Milk {mllk}

Water Milk {Water}

Bread Beer

Bread Eggs {bread}

Water
“ The support of an item set (pattern) S is defined as
supp(S)=| {t D | St }|

O Pattern mining: given D and a support threshold o
FP={p | Supp(p) 20}



Privacy Model

Consider a

The attacker

knows the set of plain items and their true supports in D
exactly

has access to the encrypted database D*

K-Anonymous TDB
€4 €1
Item Sup €4
Bread | 5 €3
Milk 3 €9
Water 2 €2 €4
Beer ] €4 €2
Eggs 1 €4 €5
€92 €1
€9 €3
es




Privacy Model

Consider a

The attacker

knows the set of plain items and their true supports in D
exactly

has access to the encrypted database D*

Two kinds of attacks

guessing the correctplain item
corresponding to the cipher item e with probability prob(e)

guessing the correctplain itemset
corresponding to the cipher itemset E with probability prob(E)



Goal and Ideal Solution

Goal: minimize the probabilities of crack of
an item prob(e)
an itemset (transaction or pattern) prob(E)

Ideal Solution:
every cipher item should have as candidates all the items in D

every cipher itemset should have as candidates all the itemset
with same size in D

Problem: explosion in the computational effort required for
mining patterns from D~



K-Privacy

I =,

Definition 1 (Item /i-anonymity). Let D be a transaction database and D" its encrypted ver-
sion. We say D" satisfies the property of item k-anonymity provided for every cipher item
e € &, there are at least k£ — 1 other distinct cipher items ey, ...,e;_1 € & such that suppp.(e) =
supppe(ei), 1 <i<k—1. 0O

Definition 2 (/—Privacy). Given a database D and its encrypted version D", we say D" is k-
private if:

(1) for each cipher item e € D*, prob(e) < 1/k; and

(2) for each cipher itemset £ with support suppp« (E) > 0, prob(E) < 1/k. O



Encryption Schema

Main steps of our Encryption schema:
1-1 substitution ciphers for each plain item
K-grouping items
adding new fake transactions for having k-anonymity

1DB 1DB Fake trans.
Bread €9 :

Milk Bread , ) | e2 e €4 €1
Bread Milk €4 €9 €4

Water Milk €4 €5 €3

Bread Beer €9 €4

Bread Eggs €9 €3

Water ex




Robust K-Grouping Method

6 4
= Obtaining Robust k-groups that is unsupported in D

TDB
RobFrugal Grouping: e

€9 €4
Given D and its item support table in decreasing order of support: €4 €2
€4 €5
€9 €1
€2 €3
€5




Robust K-Grouping Method

0 Obtaining Robus t k-groups that is unsupported in D .
RobFrugal Grouping: Z Z;l
Given D and its item support table in decreasing order of support: j‘j Zi’

€9 €3
STEP1: grouping together cipher items into groups of k adjacent items es
starting from the most frequent item e,, obtaining the grouping
G =(G,, ....G_) Item || Support
" €9 5

€4 3

e 2

€1 1

€3 1




Robust K-Grouping Method

Obtaining that is unsupported in D

Given D and its item support table in decreasing order of support:

STEP1: grouping together cipher items into groups of k adjacent items
starting from the most frequent item e,, obtaining the grouping

G =(G,, ....G,)
STEP2: modifying the groups of G by repeating the
following operations, until no group of items is supported in D:

1.Select the smallest j 2 1 such that supp,(G;) > 0,

2.Find the most frequent item i’ I G; such that, for the least
frequent item i of G;:

1. supp,(G; \{iju{i’'}) = 0,
2. Swap iwith i in the grouping.

TDB
e

€9 €4

€4 €9

€4 €5

€9 €1

ea €3
€5

[tem | Support
€2 3
€4 3
es 2
€1 1
es 1

Item || Support
€9 5
e 2
€4 3
€1 |
€3 |




How create Fake Transactions?
N
o Qutput of the grouping step is a Noise table

Item || Support || Noise
e 5 0
€5

€4
€1
€3

— =] || b2
2 2| |




How create Fake Transactions?
JE K
5 Qutput of the grouping step is a Noise table

Item || Support || Noise

€2 5 0

£r 2 3

€4 3 0

€1 1 2

e3 | 2

Item || Noise Fake transactions
en 3
€3 2 {es}
€1 2 {esa €s, e1}

{es, e e )



How create Fake Transactions?
I
5 Qutput of the grouping step is a Noise table

Item || Support || Noise

€2 5 0

£r 2 3

€4 3 0

€1 1 2

e3 | 2

Item || Noise Fake transactions
€5 3
€3 2 {es}
€1 2 {659 €3 el}

{es, e e )



How create Fake Transactions?
L2
5 Qutput of the grouping step is a Noise table

Item || Support || Noise

e 5 0

£r 2 3

E4 3 0

1 1 2

€3 1 2

Item || Noise Fake transactions
€5 3
- ; {es}
€1 2 e} ey}

185, €3} 155 €35




Synopsis in side-client
L3
O The noise table provides a compact s ynopsis

& used for decryption to compute the true support of a pattern
o represents the fake transactions

o Hash table created with a minimal perfect hash function

I[tem || Noise #Noiseltems /L__. =2
es 3
€3 2
el 2
Tablel Tabled
01 les, L2) g 7o 5.0y
1 [ (e3,2,0) b




Synopsis in side-client

I

© The noise table provides a compact synopsis

= used for decryption to compute the true support of a pattern

o represents the fake transactions
o Hash table created with a minimal perfect hash function

Item

Noise

€5

€3

€1

[—

e, = item

1 = {e.} occurs 1 times

2 = {es,e,} occurs 2 times

Tablel

{E5:~1:~2}

Table2

<83:2:D>

(81: 2: 0>




Decryption: How use the synopsis?

The client receives frequent patterns mined over D*

Synopsis allows computing the actual support of every
pattern

Item || Support || Noise

2 0 0 Tabb;l : Table2

es 2 3 0| {(es,1,2) =
1 x’. 2 U;x U‘ -IE:'1,_|2,_,U!;

e4 3 0 \€3, 4, V)

€1 1 2

€3 1 2

RS({es}) = suppp.— suppp..,=9-(1+2) =2
RS({es, €,}) = supp,.— SUPPpap=2-(2+0)=0
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Conclusion & Future work

An Enryption/Decryption Schema for privacy-
preserving outsourcing of association rules mining

Preliminary experiments on large real database

Issues to be addressed:
Complexity Analysis

Privacy analysis to prove that the crack probability
can be controlled

Strategy for incrementally maintaining the synopsis
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